
Guide complet pour réussir l'examen de
sécurité réseau

La sécurité de vos réseaux est essentielle dans un monde numérique en constante évolution.
Avec l'augmentation des menaces, il est vital de se préparer adéquatement pour les examens qui
portent sur ces sujets. Voici des conseils pratiques pour exceller dans vos évaluations.

1. Comprendre les bases de la sécurité des données

Avant de plonger dans des sujets plus complexes, assurez-vous de bien comprendre les bases
de la sécurité des données. Cela vous donnera une fondation solide pour des concepts plus
avancés.

2. Rôle de l'ingénieur SSE

L'ingénieur en sécurité des services est un acteur clé dans la protection des systèmes.
Familiarisez-vous avec ses responsabilités pour mieux appréhender son importance dans vos
études.

3. Explorer les solutions de cybersécurité

Les solutions de cybersécurité, comme celles proposées par Palo Alto Networks, sont
essentielles. Examinez-les en détail pour vous préparer efficacement. Pour une formation
complémentaire, consultez également des ressources comme ce site.

4. Étude des menaces courantes

Savoir reconnaître les menaces récurrentes est crucial pour votre réussite. Faites une liste des
menaces les plus fréquentes et préparez-vous à les analyser lors de votre examen.

5. Pratiquez avec des scénarios

Réalisez des exercices pratiques. Simulez des attaques et apprenez comment Palo Alto
Networks y répond. Cela vous rendra plus confiant et prêt.

6. Revoir des études de cas

Les études de cas peuvent vous aider à comprendre comment la théorie s'applique dans des
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situations réelles. Analysez des cas de sécurité pour voir les leçons apprises.

7. Participer à des forums et des discussions

Engagez-vous dans des forums de discussion. Cela peut vous offrir différentes perspectives et
enrichir votre compréhension.

8. Créer un plan d'étude efficace

Un bon plan d'étude vous aidera à structurer vos recherches et à couvrir tous les aspects
nécessaires pour l'examen.

9. Gérer le stress avant l’examen

Apprenez des techniques de gestion du stress. La méditation ou le sport peuvent vous aider à
vous détendre et à rester concentré.

10. Utiliser des ressources de formation

Trouvez des ressources de formation sur la sécurité réseau. Les livres, vidéos ou webinaires
peuvent être d'excellents moyens d'apprentissage. N'oubliez pas de visiter ce lien pour des
informations supplémentaires.

11. Répéter et réviser

Répétition et révision sont des clés de la mémorisation. Révisez régulièrement pour ancrer les
connaissances.

12. Simuler l’examen

Réunissez des amis et simulez l’examen. Cela vous donnera une idée de la pression et vous
aidera à mieux vous préparer.

13. Demander de l'aide si nécessaire

Si quelque chose vous semble flou, n'hésitez pas à demander de l'aide. Que ce soit à des pairs
ou des professeurs, obtenir des clarifications peut faire toute la différence.

14. S’informer des actualités de sécurité
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Restez à jour sur les actualités de la cybersécurité. La technologie évolue, et ce qui est pertinent
aujourd’hui peut changer demain.

15. Croire en soi

La confiance en soi joue un rôle essentiel lors des examens. Croyez en vos capacités et
rappelez-vous que vous êtes préparé.

En suivant ces conseils pratiques, vous serez bien préparé pour votre examen sur la sécurité
réseau avec Palo Alto Networks. Bonne chance !
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Question: 1

A customer is implementing Prisma Access (Managed by Strata Cloud Manager) to connect mobile users,
branch locations, and business-to- business (B2B) partners to their data centers.
The solution must meet these requirements:
The mobile users must have internet filtering, data center connectivity, and remote site connectivity to
the branch locations.
The branch locations must have internet filtering and data center connectivity.
The B2B partner connections must only have access to specific data center internally developed
applications running on non-standard ports.
The security team must have access to manage the mobile user and access to branch locations.
The network team must have access to manage only the partner access.
How should Prisma Access be implemented to meet the customer requirements?

A. Deploy two Prisma Access instances - the first with mobile users, remote networks, and private access
for all internal connection types, and the second with remote networks and private application access
for B2B connections - and use the Strata Multitenant Cloud Manager Prisma Access configuration scope
to manage access.
B. Deploy a Prisma Access instance with mobile users, remote networks, and private access for all
connection types, and use the Prisma Access Configuration scope to manage all access.
C. Deploy two Prisma Access instances - the first with mobile users, remote networks, and private access
for all internal connection types, and the second with remote networks and private application access
for B2B connections - and use the specific configuration scope for the connection type to manage access.
D. Deploy a Prisma Access instance with mobile users, remote networks, and private access for all
connection types, and use the specific configuration scope for the connection type to manage access.

Answer: C

Explanation:
To meet the customer’s requirements, two separate Prisma Access instances should be deployed:
Instance 1 should include mobile users, remote networks, and private access for internal connectivity.
This ensures that mobile users can access the internet, data centers, and remote branch locations while
enforcing security policies.
Instance 2 should be configured with remote networks and private application access for B2B
connections. This instance will restrict access to only the required internally developed applications
using non-standard ports, ensuring that partners cannot access other corporate resources.
By using specific configuration scopes for different connection types, the security team can manage
access to mobile users and branch locations, while the network team can manage B2B partner
connections. This ensures proper segmentation of management responsibilities while maintaining
security and compliance.
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Question: 2

A customer is implementing Prisma Access (Managed by Strata Cloud Manager) to connect mobile users,
branch locations, and business-to- business (B2B) partners to their data centers.
The solution must meet these requirements:
The mobile users must have internet filtering, data center connectivity, and remote site connectivity to
the branch locations.
The branch locations must have internet filtering and data center connectivity.
The B2B partner connections must only have access to specific data center internally developed
applications running on non-standard ports.
The security team must have access to manage the mobile user and access to branch locations.
The network team must have access to manage only the partner access.
How can the engineer configure mobile users and branch locations to meet the requirements?

A. Use GlobalProtect and Remote Networks to filter internet traffic and provide access to data center
resources using service connections.
B. Use Explicit Proxy to filter internet traffic and provide access to data center resources using service
connections.
C. Use GlobalProtect to filter internet traffic and provide access to data center resources using service
connections.
D. Use Explicit Proxy and Remote Networks to filter internet traffic and provide access to data center
resources using service connections.

Answer: A

Explanation:
To meet the customer’s requirements, GlobalProtect and Remote Networks should be used as follows:
GlobalProtect: This enables secure access for mobile users, ensuring internet filtering, data center
connectivity, and access to branch locations.
Remote Networks: This is used to provide security and connectivity for branch locations, ensuring
internet filtering and data center access.
Service Connections: These allow both mobile users and branch locations to securely connect to the data
center for internal resources.
This configuration ensures that mobile users and branch locations can securely access the internet while
maintaining a segregated and secure connection to internal resources. It also aligns with Prisma Access's
best practices for security enforcement, traffic filtering, and centralized management.

Question: 3

A customer is implementing Prisma Access (Managed by Strata Cloud Manager) to connect mobile users,
branch locations, and business-to- business (B2B) partners to their data centers.
The solution must meet these requirements:
The mobile users must have internet filtering, data center connectivity, and remote site connectivity to
the branch locations.
The branch locations must have internet filtering and data center connectivity.
The B2B partner connections must only have access to specific data center internally developed
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applications running on non-standard ports.
The security team must have access to manage the mobile user and access to branch locations.
The network team must have access to manage only the partner access.
Which two options will allow the engineer to support the requirements? (Choose two.)

A. Configure the CPE with Static Routes pointing to Prisma Access Infrastructure and Mobile User routes.
B. Enable eBGP for dynamic routing and configure RemoteNetworks.
C. Configure Remote Networks and define the branch IP subnets using Static Routes.
D. Enable Remote Networks Advertise Default Route.

Answer: B, C

Explanation:
Enabling eBGP for dynamic routing and configuring Remote Networks ensures seamless connectivity
between branch locations, mobile users, and the data center. eBGP allows Prisma Access to dynamically
exchange routes with the Customer Premises Equipment (CPE), optimizing path selection without
requiring manual updates. Configuring Remote Networks and defining branch IP subnets using static
routes ensures controlled and segmented routing, aligning with security policies. This setup provides
proper internet filtering, data center connectivity, and restricted access for B2B partners while keeping
management responsibilities aligned.

Question: 4

A customer is implementing Prisma Access (Managed by Strata Cloud Manager) to connect mobile users,
branch locations, and business-to- business (B2B) partners to their data centers.
* The solution must meet these requirements:
* The mobile users must have internet filtering, data center connectivity, and remote site connectivity to
the branch locations.
* The branch locations must have internet filtering and data center connectivity.
* The B2B partner connections must only have access to specific data center internally developed
applications running on non-standard ports.
* The security team must have access to manage the mobile user and access to branch locations.
* The network team must have access to manage only the partner access.
Which two components can be provisioned to enable data center connectivity over the internet?
(Choose two.)

A. ZTNA Connector
B. SD-WAN Connector
C. Service connections
D. Colo-Connect

Answer: C, D

Explanation:
Service connections enable secure connectivity between Prisma Access and on-premises data centers,
allowing mobile users and branch locations to access internal applications. They facilitate seamless
integration of internal networks with Prisma Access while maintaining security policies. Colo-Connect
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provides a dedicated and optimized pathway for traffic between Prisma Access and data centers,
ensuring stable performance and reduced latency over the internet. Both components together support
secure and efficient data center connectivity while aligning with the customer's access control and
filtering requirements.

Question: 5

Which two actions can a company with Prisma Access deployed take to use the Egress IP API to
automate policy rule updates when the IP addresses used by Prisma Access change? (Choose two.)

A. Configure a webhook to receive notifications of IP address changes.
B. Copy the Egress IP API Key in the service infrastructure settings.
C. Enable the Egress IP API endpoint in Prisma Access.
D. Download a client certificate to authenticate to the Egress IP API.

Answer: A, D

Explanation:
Configuring a webhook allows the company to receive real-time notifications when Prisma Access

changes its egress IP addresses, ensuring that policy rules are updated automatically. Downloading a

client certificate is necessary for authentication to the Egress IP API, allowing secure API access for

retrieving updated IP addresses. These actions ensure that security policies remain effective without

manual intervention.
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