
  

  

        

       

    

    

  

       

  

        

   

   

   

    

        

   

    

       

  

           

  

 

 

         

     

   

Report Vulnerabilities 

Security Breach Response 

IPEVO attaches great importance to security issues, and we welcome security 

researchers to provide us with feedback on potential security issues to improve 

the security of our products and services. 

Vulnerability Response and Disclosure Process 

1. Recipient 

Monitor and and assign received vulnerabilities in a timely manner. 

2. Verification 

Conduct technical verification of the effectiveness of vulnerabilities, confirming 

their exploitability and potential impact. 

3. Solution Development 

Provide effective fix solutions or risk remediations measures. 

4. Affected Scope Confirmation 

Investigate and confirm the complete scope of affected products. 

5. Disclosure of Vulnerabilities 

Review and publish security recommendations for the vulnerability after 

confirming the completion of all vulnerability response processes. 

Vulnerability Submission 

You can report vulnerabilities through via email. The following are the detailed 

reporting methods: 

Mailbox 

service@ipevo.com 

The email should include at least the following information: 

- Your organization and contact information 

- Products and versions affected 

mailto:service@ipevo.com


      

     

   

     

 

 

         

      

      

     

     

      

      

  

            

          

           

        

   

          

    

   

       

           

       

        

- Description of the potential vulnerability 

- Information about known exploits 

- Disclosure plans 

- Additional information, if any 

Attention 

Although we encourage investigation of potential security breaches, we cannot 

tolerate any activity that may interfere with legitimate users or may violate 

applicable computer abuse, cyber security and data protection regulations. 

Therefore, the following activities are prohibited: 

- Modification or destruction of data 

- Service disruption or degradation, such as DoS 

- Disclosure of personal, proprietary or financial information 

Response Time 

Upon receipt of the vulnerability you have submitted, we will send you a 

notification via email within 48 hours to commence the vulnerability response, 

along with confirmation and feedback on the nature of the vulnerability. The 

subsequent progress of the vulnerability will also be continuously updated in 

the email as soon as possible. 

* Note: Actual vulnerability response time may vary depending on the risk level 

and complexity of the vulnerability. 

Vulnerability Disclosure Instructions 

When an external party discovers or is concerned about a potential 

vulnerability, but we have not yet fully confirmed it, we will disclose basic 

information about the vulnerability and our investigation via email. 

The vulnerability information shall be kept confidential until IPEVO releases 



     

           

            

          

 

 

 

 

 

   
      

      

 

           

        

      

   

   

   

   

    

    

   

   

     

    

 

           

    

the formal security advisory to the public. 

When the vulnerability has been confirmed to be fixed, new firmware will be 

released, and a firmware update change log will be published, containing a 

description of the vulnerabilities that have been solved. IPEVO HELP Center 

Product Support Policy 
We strive to provide continuous security updates for our products. The security 

updates generally include the latest patches, vulnerability fixes, and other 

security improvements. We will generally maintain security updates for at least 

six years from the launch date of a product. However, the security update 

situation may vary by product, so please pay attention to our announcements. 

Product Type Product Model Release Date 

DC P2V Ultra May 2024 

DC MP-8M November 2022 

DC VZ-X November 2018 

DC VZ-X Ultra July 2024 

DC VZ-R August 2018 

DC VZ-R Ultra July 2024 

DC V4K January 2018 

DC V4K Ultra July 2024 

DC V4K PRO 120 August 2023 

DC DO-CAM May 2020 

* Note: Security update policies and products are subject to change and will be 

reviewed on a regular basis. 
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 [「偏好設定」>「身分」對話方塊中的個人與組織資訊。]


摘要


檢查程式發現此文件沒有問題。



		需要手動檢查: 0


		已通過手動檢查: 2


		未通過手動檢查: 0


		已略過: 0


		已通過: 30


		失敗: 0





詳細報告



		文件




		規則名稱		狀態		描述


		協助工具權限旗標		已通過		必須設定協助工具權限旗標


		純影像 PDF		已通過		文件不是純影像 PDF


		標籤化 PDF		已通過		文件是標籤化 PDF


		邏輯閱讀順序		已通過手動檢查		文件結構提供邏輯閱讀順序


		主要語言		已通過		文字語言已指定


		標題		已通過		文件標題顯示於標題列


		書籤		已通過		書籤存在於大型文件中


		色彩對比		已通過手動檢查		文件包含適當的色彩對比


		頁面內容




		規則名稱		狀態		描述


		標籤化內容		已通過		所有頁面內容皆已標籤化


		標籤化註解		已通過		所有註解皆已標籤化


		跳位順序		已通過		跳位順序和結構順序一致


		字元編碼		已通過		可靠的字元編碼已提供


		標籤化多媒體		已通過		所有多媒體物件皆已標籤化


		螢幕閃爍		已通過		頁面不會導致螢幕閃爍


		程式檔		已通過		沒有不可存取的程式檔


		限時回應		已通過		頁面不需要限時回應


		導覽連結		已通過		導覽連結不重複


		表格




		規則名稱		狀態		描述


		標籤化表格欄位		已通過		所有表格欄位皆已標籤化


		欄位描述		已通過		所有表格欄位都具有描述


		替代文字




		規則名稱		狀態		描述


		插圖替代文字		已通過		插圖要求替代文字


		嵌套的替代文字		已通過		無法讀取的替代文字


		與內容相關		已通過		替代文字必須與若干內容關聯 


		隱藏註解		已通過		替代文字不應隱藏註解


		其它元素替代文字		已通過		其它要求替代文字的元素


		表




		規則名稱		狀態		描述


		列		已通過		TR 必須為 Table、THead、TBody 或 TFoot 子元素


		TH 和 TD		已通過		TH 和 TD 必須為 TR 子元素


		表頭		已通過		表應有表頭


		規則性		已通過		表中每列必須包含相同的欄數，每欄必須包含相同的列數


		摘要		已通過		表中必須有摘要


		清單




		規則名稱		狀態		描述


		清單項目		已通過		LI 必須為 L 子元素


		Lbl 和 LBody		已通過		Lbl 和 LBody 必須為 LI 子元素


		標題




		規則名稱		狀態		描述


		適當的嵌套		已通過		適當的嵌套
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